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1. Element 1

1.1 Element 1 Introduction

The different types of OSI models i.e., 7- and 4-layer models were researched and analysed

with reference to the network design, in addition to encapsulation, broadcasting and port

allocation. Element 1 looked into different address classes and an address scheme was

created for the network. Intro briefly summarises the content requirements and indicates an
understanding.

1.2 Research

1.2.1 OSI| Models

Figure 1 shows the OS| 7-layer model, all networks should follow this model.

e

2  DataLink Layer

1 Physical Layer

Figure 1: OSI 7-layer Model

Human-computer interaction layer, where
applications can access the network services

Ensures that data is in a usable format and is
where dara encryprion occurs

Mainrains connecrions and Is responsible for
controlling ports and sessions

Transmits dara using tfransmission protocols
including TCP and UDP

Decides which physical parh the data will 1ake

Defines the formar of data on the network

Transmits raw bir stream over the physical
medium

Good supporting image

The order the layers are followed in is specific and cannot be changed. The top level of the

model is application and the bottom layer of the model is the physical layer.

The application layer is used by the end-user software. Applications include e-mail clients and

web browsers. The protocol is always the sending and receiving of information and presents

meaningful data (Imperva, n.d.). The presentation layer ensures that network communications




are in the same language. It encodes or decodes binary data for transport as well as convert
text to ASCIl or EBCDIDC (Marshall, 2001).

The session layer is where the user would interface with the network to gain access. This
manages the connection or session to the network. The transport layer is used as a layer of
communication from the higher layers to the network layer. The routing of packets across the
network takes place in the ‘network’ layer. The data link is the layer that would retransmit a
packet if one was corrupted. It is responsible for low level error detection. In the physical layer,
the transmissions and the definition on how the data is sent over the network takes place
(Study Tonight, n.d.). Table 1 shows some of the advantages and disadvantages of the OSI
reference model.

Advantages of OSI reference model Disadvantages of OSI reference model
Distinguishes with high accuracy the Model was devised before the invention of
services, interfaces and protocols. protocols

Protocols are well hidden. Fitting of protocols is a tedious task

Protocols can be easily replaced or updated Is just a reference model
with the advancement of technology.

Table 1: Advantages and Disadvantages of OSI reference model

An alternative model for IP/TCP is the OSI 4-layer model. The similarity and differences

between the two models are shown below in Table 2.

7-Layer 4-Layer
Application

: Applications
Presentation

. (FTP,SMTP,HTTP,etc.)
Session

Transport

Data Link
Physical

- N W A U o =~

Table 2: 7-Layer OSI compare to 4-Layer OS/

The OSI reference model had a strong influence on the development of the 4-layer IP/TCP

model, hence a crossover of terminology.

The 4-layer model is used for network-to-network communication. The application layer
defines the protocol of the IP application and how it will interface with the transport layer to

use the network. The transport layer then permits devices onto the source and destination

Good research carried out with significant points
included. Good comparison between models.




hosts. The intermet layer puts data into data packets known as IP datagrams. This will contain
the IP address information. The internet layer allows the host to insert data packets onto the
network and deliver them to the required destination. Data packs can arrive in a different order
from what they are sent. They are then re-arranged by higher levels so that the correct

applications are met (OmniSecu, n.d.).  There is good research carried out for this section

1.2.2 Encapsulation
Encapsulation refers to the building of data within the models that operate on the data. During

the process it either adds information in front of the data (a header) or after the data (a trailer).

It is used to redact the stat or values of a data object to prevent unauthorised parties gaining
access (Braunschweig, n.d.). If using a Java programming language there are four types of

access modifiers that can be applied to restrict access.

¢ Private — Can only be accessed by code with the same address

s Protected - Can be accessed by code within the same class, by any classes that are
in the same package and by all sub-classes in the same or other packages.

s Public — Least restrictive access, can be accessed and viewed by code within the same
or different classes.

s No modifier — Has no access modifier and can be viewed from within the same or from
all other classes in the same package.

(Sumo Logic, n.d.)

Decapsulation is the opposite and is required to reverse the effects .It will remove the header
or trailer to reveal just the data. Figure 2 shows the process of encapsulation and

decapsulation with the data progressing through the different layers.  7he encapsulation and

decapsulation with reference to
Computer A Computer B

Application adding and subtracting headers and
s footers is explained.
TCP TCP Transport
data footer Layer
» » » Intesnet [ » w w
header data footer Layes lheld« data Tooter
Frame Frame Fiame ::::k Frame Frame Framee
Boeraibert data Tooter L e ades data Tooter
G -
Encapsulation ~ e Decapsulation
| itenet )

- ~

Figure 2: Encapsulation and decapsulation diagram (Network Cyclopedia, 2020)




1.2.3 Broadcasting

Broadcasting is a network group communication where the sender will send data to receivers
simultaneously. An example would be one PC sending data to several other PCs across the
network through routers and/or switches at the same time as illustrated in Figure 3.

i! Broadcast Sender

Vi
/. | \\., Good supporting image for the explanation given

—7 '
i \‘“—*i!
/Jj .
/ B
/ -
Receivers in - - Receivers in
the domain Iile domain

Figure 3: Network Broadcasting (Moumita, 2019)

Other types of broadcasting are unicast and multicast. A comparison of the purpose of the
different types are shown below in Table 3.

Type Purpose Diagram

Broadcast Send data to all receivers in the network at
the same time

Sends data to one receiver in the network O
00

0o O

Sends data to a group of receivers in the .
network "@:O

Table 3: Types of Broadcasts

Whilst broadcast is performed across a LAN (Local Area Network), the majority of LANs are
also able to support multicast transmission mode. (Fairhurst, 2020)
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Broadcasting is explained and there are some good
details. There is significant point that is not included
which suggest the re-sizing of domains for more efficient

networks.
A weakness of broadcasting is that it is vulnerable to hackers to make a network redundant in

denial-of-service attacks. This risk can be reduced by the use of firewalls and correct
configuration of routers and switches (US Department of Homeland Security CISA Cyber +
Infrastructure, 2019). Broadcasting also cannot handle a large number of devices and the
personalisation of messages according to the individual preferences of the devices. However,
it does allow for better utilisation of recourses and can deliver data in a fast manner in

comparison to several unicast communication.

On a network, a port is the end point of a communication. Each port has software and a
protocol assigned to it. They are 1-bit unsigned integer that would range from 0-65535. The
first ports, up to 1023, are reserved for services as these are system ports. A list of available
common ports is shown in Table 4 (Postel, 1981).

Port number Assignment
File Transfer Protocol (FTP) Data Transfer

File Transfer Protocol (FTP) Command Control

Secure Shell (SSH) Secure Login

Telnet remote login service, unencrypted text messages
Simple Mail Transfer Protocol (SMTP) E-mail routing
Domain Name System (DNS) service

67, 68 Dynamic Host Configuration Protocol (DHCP) Good example that
Hypertext Transfer Protocol (HTTP) used in the World Wide Web supports explanation
Post Office Protocol (POP3)

Network News Transfer Protocol (NNTP)

Network Time Protocol (NTP)

Internet Message Access Protocol (IMAP) Management of digital mail
Simple Network Management Protocol (SNMP)

Internet Relay Chat (IRC)

HTTP Secure (HTTPS) HTTP over TLS/SSL

-]
o

Table 4: Common Port Assignments

Ports can be controlled when it receives a transmission from a particular network switch. The
source of the MAC address is stored in the database of the switch. This is how ports are
prevented from being flooded by using the control of the router/switches (Contemporary

Control Systems Inc, 2011).
Good research carried out with relevant ref sources
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1.3 Element 1 Design Requirements

1.3.1 Address scheme

An Address scheme was configured for class A,B and C addresses for the three LAN

networks. They are set out below in Table 5 to Table 7.
Table 5- 8

Class C Addresses
IP

192.168.2.0
192.168.2.254
192.168.2.1

Application
Network Address
Gateway

First Device Address

Table 5: Class C Address Scheme

Class B Addresses
IP

170.2.0.0
170.2.0.254
170.2.0.1

Application
Network Address
Gateway

First Device Address

Table 6: Class B Address Scheme

Class A Addresses
P

52.0.0.0

52.0.0.254

52.0.0.1

Application
Network Address
Gateway

First Device Address

Table 7: Class A Address Scheme

Serial Port Addresses

19.0.0.0

11.0.0.0

10.10.10.1
10.10.10.2
11.0.0.1
11.0.0.2

Table 8: Serial Port Addresses

Address schematic tables are identified for the three
classes of address

Minor error here

Serial addresses are identified

Data packets were then sent between devices to test the configuration with a 100% success

rate.
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Fire LastStatus Source Destination Type Color Time(sec) Periodic Num Edit Delete

4 Successful  PCO PC2 ICMP m 0.000 N 0 (edit)
§ Successful  PCO PC1  ICMP gy 0.000 N 1 (edit) This is not all of the test
§ Successful  PC2 PC1  ICMP gy 0.000 N 2 (edit)

Figure 4: Address Testing
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1.4 Element 1 Implementation

The 3 LANs were interconnected using layer 1,2 and 3 devices. After each implementation,
testing was completed on the network, with the results shownin section 1.5 Element 1 Testing

and Analysis.

1.4.1 Static routing using static addressing
The network was set up with 3 routers, 3 switches and 3 PCs all with a different class address.

The class of address is defined by its IP. The network topology is shown in Figure 5.

Class C Class A
Class B

= ® Se0/0 S-__‘159'.)f1 O Se0/0 Se0/0 5
:zszExm 262 ;(r';' 262pxM
Rotrer " Rrulter

" Fa0ro Fa0/0 Fa0lD |

1Fatn

é \ Schematic diagram does not include net
Fati1 | F‘“”J addresses

Swil!h-F’T
Fa0/1 jch1

T
PC-PT et
o PC-PT
PC1

Figure 5: Network Topology

The routers were each set up for static routing addressing as shown in Figure 6 - Figure 8.
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Router 1

? Router0

Physical Confi CLI Attributes

GLOBAL
Settings

Static Routes

Algorithm Settings Network

ROUTING Mask
Static Next Hop
RIP
INTERFACE
FastEthernet0/0

Serial0/0 Network Address
Serial0o/1

52.0.0.0/8 via 10.10.10.2

170.2.0.0/16 via 10.10.10.2

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Serial0/0
52.0.0.0/8 [1/0] wvia 10.10.10.2

170.2.0.0/16 [1/0] wia 10.10.10.2

192.168.2.0/24 is directly connected, FastEthernet0/0

Qw0

Figure 6: Router 0 Static Addressing

Router 1

Network Address

170.2.0.0/16 via 11.0.0.1

192.168.2.0/24 via 10.10.10.1

C 10.0.0.0/8 is directl onnected, Seriald/1
C 11.0.0.0/8 is direct connected, Serial0/0
[ 52.0.0.0/8 is directly connected, FastEthernet0/0

170.2.0.0/16 [1/0] via 11.0.0.1
192.168.2.0/24 [1/0] wvia 10.10.10.1

wwmc

Figure 7: Router 1 Static Addressing
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Router 2

Network Address

192.168.2.0/24 via 11.0.0.2

52.0.0.0/8 via 11.0.0.2

Router 0 evidence is missing

0.0.0/8 is directly connected, Serial0/0
2.0.0.0/8 [1/0] wvia 11.0.0.2

70.2.0.0/16 is directly connected, FastEthernet0/0
92.168.2.0/24 [1/0] wvia 11.0.0.2

owo

1
5
1
1

w

Figure 8: Router 2 Static Addressing

1.4.2 Configure the 3 routers for dynamic routing using RIP (Routing Information
Protocol)

Each router was then configured and tested with dynamic routing using RIP routing. This is
shown in Figure 9 - Figure 11. Results are shown in Figure 23 in section 1.5 Element 1 Testing
and Analysis.

Router 0
[®

Physical  Config _ CLI_ Attributes

105 Command Line Interface

configure terminal

r line. End with CHNTL/Z

Crri+F6 1o exit CLI focus Copy Paste

[ Top

Figure 9: Configuring Router 0 for RIP Routing
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Router 1

®

Physical  Config _CLI_ Attributes

105 Command Line Interface

~
v
Ctri+F6 to exit CLI focus Copy Paste
] Top
Figure 10: Configuring Router 1 for RIP Routing
Router 2
. —
Physical Config _CLI  Attibutes
105 Command Line Interface
: Line protocol on Interface FastEthernet(/d, changed state ~
RALINK-5-CHANGED: Interface Serial0/0 change ta t u
.
1 ate L
ne per line. End with CNTL/Z.
" console by console Router configuration for the address is
» par line. End with CHTL/Z. COrreCt
.
A
Ciri+F8 io exit CLI focus Copy Paste

[ 7op
Figure 11: Configuring Router 2 for RIP Routing
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The router RIP tables are shown below in Figure 12 to Figure 14.

Router 0
Type Network Port Hf;lgxltp Metric
C 10.0.0.0/8 Serial0/0 -— 0/0
R 11.0.0.0/8 Serial0/0 10.10.10.2 1201
R 52.0.0.0/8 Serial0/0 10.10.10.2 1201
R 170.2.0.0116  Serial0/0 10.10.10.2 120/2
C 192.168.2.0/24 FastEthemnet0/0 - 0/0

Figure 12: Router 0 Routing Table

Router 1
Type  Network Port Hri:}‘llp Metric
R 10.0.0.08 Serial0/o 11.0.0.2 120/1
C 11.0.0.0/8 Serial0/0 - 0/0
R 52.0.0.0/8 Serial0/0 11.0.0.2 1201
C 170.2.0.0/16  FastEthernet0/0 - /0

R 192.168.2.0/24 Serial0/0 11.0.0.2 120/2

Figure 13: Router 1 Routing Table

Router 2
|
Next "
Type MNetwork Port Hop IP Metric
C 100008  Serialo/1 0/0
10008 Serialb0 o RIP tables. show that each router has the routing
information
C 520008  FastEthernet0/0 — 00
R 170.20.0/16  Serial0/0 1.0.01 1201

R 192.168.2.0/24 Serial0/1 10.10.10.1 120/1

Figure 14: Router 2 Routing Table
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The configurations for the routers are shown below in Figure 15 to Figure 22.

Router 0

Router>show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - 0SPF, IA - OSPF inter area
N1 - OSPF NS5A external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP
i = I8-Is, L1 - IsS-IS level-1l, L2 = IS-IS level-2, ia - IS-I5 inter area
* - candidate default, U - per-user static route, o — ODR
- periodic downloaded static route

L]

Gateway of last resort is not set

9]

10.0.0.0/8 is directly connected, Serial0/0

R 11.0.0.0/8 [120/1] via 10.10.10.2, 00:00:27, Serial0/0

E 52.0.0.0/8 [120/1] via 10.10.10.2, 00:00:27, Serial0/0

R 170.2.0.0/16 [120/2] wia 10.10.10.2, 00:00:27, Serial0/0
[of 192.168.2.0/24 is directly connected, FastEthernet0/0
Router>

Figure 15: Router 0 RIP configuration

Router 1

Router>show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M — mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - 0SPF, IA - OSPF inter area
N1 = OSPF NSSA external type 1, NZ = OSPF NSSA external type 2
El - OS5PF external type 1, E2 - OS5PF external type 2, E - EGP
i - I5-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* = candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

E 10.0.0.0/8 [120/1] wvia 11.0.0.2, 00:00 ¢ Serial0/0

C 11.0.0.0/8 is directly co cted, Serial0/0

R 52.0.0.0/8 [120/1] via 11.0.0.2, 00:00:17, Serial0/0

C 170.2.0.0/1¢6 is directly connected, FastEthernetd/0

R 192.168.2.0/24 [120/2] wvia 11.0.0.2, 00:00:17, Serial0/0

Router>

Ctrl+F6 to exit CLI focus Copy Paste

[]Top

Figure 16: Router 1 RIP configuration
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Router

Router (config) 42

Router#

%5YS-5-CONFIG_I: Configured from console by console

show ip route

Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B -
D - EIGRP, EX - EIGRF external, 0 - 0SPF, IA - OSPF inter area
N1 - OSPF NSSA externmal type 1, N2 - OS5PF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i = I8-I5, L1 - IS-IS level-1, L2 - I5-I5 level-2, ia - IS-IS
* - candidate default, U - per-user static route, o - QDR
P - periodic downloaded static route

Gateway of last resort is not set

C 10.0.0.0/8 is directly connected, Serial0/1

C 11.0.0.0/8 is directly connected, Serial0d/d

c 52.0.0.0/8 is directly connected, FastEthernet(/0

E 170.2.0.0/16 [120/1] via 11.0.0.1, 00:00:04, Serial0/0

R 192.168.2.0/24 [120/1] wia 10.10.10.1, 00:00:29, Serial0/1

Router#

2
BGP
inter area
Reports from
routers confirm
config in routers
v

Ctrl+F6 to exit CLI focus

[J Top

Copy

Paste

Figure 17: Router 2 RIP configuration
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1.4.3 Dynamic addressing across networks using DHCP
Router RO was configured as the control router and routers R1 and R2 were configured without
the helper address for dynamic addressing using DHCP. Router RO configuration is shown in

Figure 18. Key point has been explained

Routerfconf t

Enter configuration commands, cne per line. End with CNTL/Z.
Router (config) #ip dhcp pool netl

Router (dhep-config) #net 192.168.2.0 255,255.255.0

Router (dhep-config) #default-router 192.168.2.254

Router (dhcp-config) #dns—server 192.168.2.254

Router (dhcp-config) #exit

Router (config) #ip dhcp pool net 2

% Invalid input detected at '*' marker.

Router (config) #ip dhep pool net2
Router (dhep-config) #52.0.0.0 255.0.0.0 i .
- DHCP is configured

% Invalid input detected at '*' marker.

Router (dhep-config) #net 52.0.0.0 255.0.0.0
Router (dhcp-config) #default-router 52.0.0.254
Router (dhep-config) #dns-server 52.0.0.254
Eouter (dhep-config) #exit

Router (config) #ip dhep net3

'*' marker.

% Invalid input detected at
Router (config) #ip dhep pool net3

Router (dhcp-config)#net 170.2.0.0 255.255.0.0

Router (dhep-config) #default-router 170.2.0.254

Router (dhep-config) #dns-server 170.2.0.254

Router (dhcp-config) #exit

Router (config) 4 v

Ctrl+F6 to exit CLI focus Copy Paste

Figure 18: Router RO configuration

DCHP Helper address for router 1 and 2

Routers 1 and 2 were then configured with IP Helper for cross-network communication.

en
Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#int £0/0

Router (config-if)#ip helper-adress 10.10.10.1

% Tnvalid input detected at "' marker.
Router (config-if)#ip helper-address 10.10.10.1

Router (config-if)#exit
Router (config)#

Figure 19: Router 1 with IP helper
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Fouter>an

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #int £0/0

Router (config=if)4ip helper-address 10.10.10.1
Router({config-if)texit

Router (config) #

Figure 20: Router 2 with IP helper

The results are shown in Figure 27 and Figure 28.

Address Exclusion

Helper addresses are set for remote
routers

Address exclusion was then set up using router RO as the control device as shown in Figure

21.

Fouter>en
Router#conf t
Enter configuration commands, cne per line. End with CNTL/Z.
Router (config) #dhep excluded-adress 192.1668.2.10
~

% Invalid input detected at '*' marker.
Router({config) #ip dhep excluded-adress 192.168.2.10

% Inwalid input detected at '*' marker.

Router{config) #4ip dhep excluded-address 192.168.2.10
Router (config) #ip dhep excluded-address 52.0.0.10 52.0.0.10

Router (config) #ip dhcp excluded-address 192.168.2.1 152.168.2.

Router (config) #ip dhep excluded-address 170.2.0.1 170.2.0.10
Router (config) #exit

Router#

%5YS5-5-CONFIG I: Configured from conscle by console

Address exclusions are configured

10

Router (config) #ip dhcp excluded-address 52.0.0.1 52.0.0.10
Pouter(contig]ﬂ

Figure 21:Router 0 configuration with address exclusion

Testing of the dynamic IP routing is shown in Figure 29 to Figure 31.
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1.5 Element 1 Testing and Analysis

1.5.1 Static Routin
g Static routing test

Fire LastStatus Source Destination Type Color Time(sec) Periodic Num Edit Delete support implementation
q Successful PCO PC2 ICMP | 0.000 N 0 (edit) (delete)
q Successful PCO PCA ICMP O 0.000 N 1 (edit) (delete)
- -
o Successful  PC1 PCO ICMP o 0.000 N 3 (edit) (delete)
 Successful  PC2 PCO ICMP g 0.000 N 4 (edit) (delete)

Figure 22: Static Routing Test Results

Figure 22 shows the static routing testing with a 100% success rate. This proves that all

devices can communicate across the network with other class addressing.
1.5.2 Dynamic Routing using RIP Routing

PDU List Window

Fire Last Status Source Destination TyDe Color Time(sec) Periodic Num Edit Delete
@  Successful PCO PC1 ICMP g 0.000 N 0 (edi)
@  Successiul PCO PC2 ICMP 0.000 N 1 (edit) _
@  Successful PC2 PCO CMP g 0.000 N 2 (ean RIProuting test
@  Successtl  PC2 PC1 ICMP 0.000 N 3 ey “UP F/) orts
@  Successful PC1 PC2 CMP g 0.000 N 4 (eawy 'Mplementation
<@ Successful PC1 PCO ICMP ] 0.000 N 5 (edit)

Figure 23: RIP Routing Test Results

Figure 23 shows the successful test results for RIP Routing.

1.5.3 Dynamic addressing across networks using DHCP
The PC address was looked at for the 3 PCs on the network to see if they had been set

dynamically by the routers.
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¥pco - o X

Physical Config DeskmE Programming Attributes

| | Interface FastEthernet0 hd
IP Configuration

@ DHCP O Static DHCP request successful.
IPv4 Address 192.168.2.1

Subnet Mask 255.255.255.0

Default Gateway 192.168.2.254

DNS Server 192.168.2.254

Figure 24: PC 0 which uses router R1

Figure 24 shows the address configuration 2 was set dynamically.

¥pc2

Physical Config DesktoE Programming Attributes

IP Configuration

Interface FastEthernet0
IP Configuration

@ DHCP

IPv4 Address

Subnet Mask
Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Figure 25: Device PC2 - Without IP Helper
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¥ pcr

Physical Config DeskloE Programming Attributes

|IP Configuration

|
{ Interface FastEthernet0
) IP Configuration

@® DHCP (O static
IPv4 Address
Subnet Mask
Default Gateway
DNS Server

Results prove the problem without helper
address. This is also explained

Figure 26: Device PC1 - Without IP Helper

The address configuration was not set correctly for PC2 (Figure 25) and PC1 (Figure 26)
and a default address is set. This is due to the router needing the helper address to transmit
over the network. The helper address is the control router serial port address.

DCHP IP Helper address for router 1 and 2

The test shows that devices PC1 and PC2 on routers 1 and 2 were now configured
dynamically.

®rc ®pc2
i i j Physical Confi Deskt Programmin Attribi
Physical Config Desktop Programming AttribL VEL e] =2 DE g ing ibu
Interface FastEthernet0 Interface FastEthernet0
IP Configuration IP Configuration
® DHCP O static (® DHcP O static
IPvd4 Address 170.2.0.1 IPv4 Address
Subnet Mask 255.255.0.0 Subnet Mask
Default Gateway 170.2.0.254 Default Gateway
DNS Server 170.2.0.254 DNS Server
Figure 27: Device PC1 — IP Helper Address Figure 28:Device PC2— IP Helper Address

Results prove the helper addresses solve the
problem

Address Exclusion
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®pco

Physical Config DesmoE Programming Attributes

IP Configuration

Interface FastEthernetD
IP Configuration

® DHCP O static
IPv4 Address

Subnet Mask
Default Gateway
DNS Server

192.168.2.254

192.168.2.254

Figure 29: Device PC0 — Address Exclusion

¥ pc1

Physical Config Desktop Programming Attributes
I

Interface FastEthernet0
|P Configuration

(® DHCP () static
IPv4 Address 170.2.0.11
Subnet Mask 255.255.0.0
Default Gateway 170.2.0.254
DNS Server

Figure 30: Device PC1— Address Exclusion

¥pc

Physical Config Desktop Programming Attributes

IP Configuration

Interface FastEthernet0
|IP Configuration
(® DHCP () static
IPv4 Address 52.0.0.11
Subnet Mask 255.0

Default Gateway 52.0.0.254

DNS Server 52.0.0.254

Figure 31: Device PC2 - Address Exclusion
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Test proves exclusion addresses and this is also
explained.




Figure 29 to Figure 31 demonstrate that the test proves the excluded addresses from 1to 10
in each LAN was successful. This means that addresses for specific controllers can be kept
static and not be affected by the DHCP dynamic addressing protocol.

A configuration test was then run on the three routers. This configuration can be seen in
Figure 32 to Figure 34.

Router 0

27




Figure 32: Router 0 Running Configuration

Router 1
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Figure 33: Router 1 Running Configuration

Router 2




de for the

Figure 34: Router 2 Running Configuration
1.6 Evaluation

All tests were successful with the set-up of static and dynamic routing including RIP routing
and IP address exclusion with evidence supporting this from packet data tests and from the

CLlI of the routers.
This should have more relevant detail




2. Element 2

2.1 Element 2 Introduction

Element 2 looked at a network with class C addresses covering 6 subnetworks. The networks
were configured and tested with a CIDR/28 scheme from a single class C network. The
network was subsequently improved by implementing a Variable Length Subnet Mask with
CIDR/27 covering networks 1, 2 and 3. CIDR/30 covered networks 4, 5 and 6. The network
diagram is shown below in Figure 35.

The diagram does not include the net
addresses

Se0/0

= Fadf3 Fall0 pop, ™ Qanin !
Fa0/1 - Se0/ 2"&\\_ -
Fa0 29504 2631 ® :et_ln”" Faoa "
Fa0r2 Rome Se0/0 ans Falil
F__» .~
PC-PT = Seon

CPT Fal
PCO PC-PT Falio
PC1 Faus 2621XM
London

Figure 35: Network Diagram

2.2 Element 2 System Configuration Requirements

The network was set up using CIDR/28 subnetting before being improved by using VLSM
routing with CIDR/27 and CIDR/30. The differences are shown below in Table 9.

/30 255.255.255.252 4 2 Informative table of usable net
/28 255.255.255.240 16 14 addresses
27 255.255.255.224 32 30

Table 9: CIDR Class (Koishigawa, 2021)

2.2.1 CIDR/28 Subnetting
Different subnets were set up with LANs 1-3 using CIDR/28 (Table 10 to Table 12) and WANs
4-6 (Wide area network) The WANs are shown in Table 13 to Table 15.

31




LAN Networks 1-3

Subnet is identified
CIDR/28 — London — Network 3 — LAN Address 16
Subnet mask 1 1|/0|0 0 0 255.255.255.240 /28
Network Address 0 1/0/0/0 0 Network Address 192.168.2.16
Net Address 16 0 1/0/0|0|1 Lowest host address 17 192.168.2.17
Net Address 16 0 1/0/0|1 0 Next host address 18 192.168.2.18
Default gateway 0 1|1|1|1| 0 FastEthernet0/0 address 30 192.168.2.30
Broadcast 0 1/1]1]1|1 Broadcast 31 192.168.2.31
Table 10: CIDR/28 London Addresses LAN
CIDR/28 - Rome — Network 1 — LAN Address 32
Subnet mask 1 1/0|0|0 O 255.255.255.240 /28
Network Address 0 ojojo|0|o0 Network Address 192.168.32
Net Address 32 0 0/0j0j0|1 Lowest host address 33 192.168.2.33
Net Address 32 0 ojo0joj1]|0 Next host address 34 192.168.2.34
Default gateway 0 0| 1|1|1 0 FastEthernet0/0 address 46 192.168.2.46
Broadcast 0 o111 ]1 Broadcast 47
Table 11: CIDR/28 Rome Addresses LAN
CIDR/28 - Paris — Network 2 — LAN Address 48
Subnet mask 1 1/{o0l0|0|0 255.255.255.240 /28
Network Address 0 1/0|0|0 0 Network Address 192.168.2.48
Net Address 48 0 10|00 1 Lowest host address 49 192.168.2.49
Net Address 48 0 1/0|0|1 0 Next host address 50 192.168.2.50
Default gateway 0 1|1|1| 1 0| FastEthernet0/0 address 62 192.168.2.62
Broadcast 0 171|111 Broadcast 63

Table 12: CIDR/28 Paris Addresses LAN
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Table for .16 is
correct

Table for .32 is
correct

Table for .48 is
correct




WAN Networks 4-6

London — Rome Network 6  Network address 64

London Router o [1]/ofo 111 01/ serial0/oaddress77 | 192.168.2.77
Rome Router 0 1/0|0 1 1 1|0  Serial0/1address78 192.168.2.78
Table 13: CIDR/28 London — Rome WAN
Rome - Paris Network 4-Network address 80
Paris Router 0 1/0 1 1|1 0|1  Serial0/0address93 192.168.2.93
| Rome Router "0 110 1111 0] Serial0/0address 94 192.168.2.94

Table 14: CIDR/28 Rome — Paris WAN

Paris ~London Network 5  Network address 96
Paris Router 0 1 [ 1 /0|1 1|0 |1 | Serial0/1address109

London Router 0 1 1/0/1 1]1]0 Serial 0/1 address 110

192.168.2.109

192.168.2.110

Table 15: CIDR/28 Paris - London WAN
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Serial port
addresses are
correct for .64

Table correct
for .80

Table correct
or .96




2.2.2 CIDR/27 and CIDR/30 Subnetting

The network was then configured using CIDR/27 and CIDR/30 Subnetting.

CIDR/27 Networks 1-3

Table correct

for.32

Table correct

for .64

Table correct

for .96

Subnet is identified
CIDR/27 — Networks 1, 2 and 3
Subnet mask 111 0|0 0| 255.255.255.224
ot oo o

Network Address 001 0| 0 0 Network Address 192.168.2.32
Dev1 olo|1] 0] 0 1] Lowest Host Address 33 Rome 1 | 192.168.2.33
Dev 2 0|0 1 0|10 MNextHostAddress34 Rome2 192.168.2.34
Gateway olol1] 1] 1] 0/ Gateway Address Rome | 192.168.2.62
Broadcast 0olo 1 111 Highest Router Address 62 Rome Router | 192.168.2.63
Network Address 010 0|0 0| Network Address 192.168.2.64
Dev 1 010 0|0 1 Lowest Host Address 65 London 1 | 192.168.2.65
Dev 2 o/1]0] 0] 1 0 Next Host Address 66 London 2 | 192.168.2.66
Gateway 0oj1 0 1|1 0O | Highest Router Address 94 London Router 192.168.2.94
Broadcast 010 1| 1|1 | Broadcast Address 95 Londan | 192.168.2.95
Network Address 011 0| 0|0 | Network Address 192.168.2.96
Dev 1 011 0|0 1 LowestHostAddress97 Paris 1 192.168.2.97
Dev2 011 0| 1|0 | NextHost Address 98 Paris 2 192.168.2.98
Gateway 0|11 1| 1|0  Highest Router Address 126 Paris Router 192.168.2.126
Broadcast 01 1 1|1 1| Broadcast Address 127 Paris 192.168.127

Table 16: CIDR/27 Addresses for networks 1-3

CIDR/30 Networks 4-6

Subnet is identified

Correct for .4

Correct for .8

CIDR/30 — Networks 4, 5 and 6.
Subnet mask 1)1 1 1]0] 0 255.255.255.252
oo o 0|0 0 Notused
Net Address 4 0|0 0 1|0 1 Lowestinterface Address 5 Rome serial 0/0 192.168.2.5
Net Address 4 olo o] 1|1 0| Highest interface Address 6 Paris serial 0/0 | 192.168.2.6
Net Address 8 0|0 0 0|0 1 Lowestinterface Address9 Rome serial 0/1 192.168.2.9
Net Address 8 olo o 0|1 0 Highestinterface Address 10 London serial 0/0 1192.168.2.10
Net Address 12 0|0 © 1|0 | 1| Lowestinterface Address 13 London serial 0/1 192.168.2.13
Net Address 12 olo o] 1|1 0 Highestinterface Address 14 Paris serial 0/1 | 192.168.2.14

Correct for .12

Table 17: CIDR/30 Addresses for networks 4-6

Table are correct for address configurations
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2.3 Element 2 Implementation

After the configurations, tests were carried out and results can be found in section 2.4 Element

2 Testing and analysis.
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.Q Rome

Physical Config CLI Atfributes

105 Command Line Interface

[TCRE (CONELg) FINEETEACE FASCELNEInEtn 0
Rome {config=if) #ip addre 192,166.2.46 255.255.255.240
Rome {config-1if) §
Rome {config-if) fexit
Rome (config) #interface Serial0s0
Rome (config-if) #ip address 192.168.2.94 255.255.255.240
Rome (config=1f)#
Rome (config=1if) #axit

{config) ¢interface Serial0/1
s (config=1if) #ip address 192
Rome (config=if) #°2
Rome|
BSYS=5=CONFIG I:

.2.78 255.2

.235.240

figured frem console by console

Romeden
o nf ¢

Rome (config) drouter rip
Rome {config=router) #ver
Rome {config-ron
Rome {config-
Rome {config=r
Rome {config-ron
Rome (config)
Rome {config) dend

Rome#copy running-config startup
De d A

Building configuration...

[
Rome§

A5YS-3-CONFIG_I: Configured from console by co

ination filename [startup-co

Enter configuration commands, one per line. End with CNTL/Z.

Cirl+F6 1o exit CLI focus

[ Top

Figure 37: CIDR/28 Rome RIP Routing

..Q London

Physical Config CLI Atfributes.

105 Command Line Interface

London (config=1f) &
London {config-if) dexit
London (eonfig) #int

on (config-if) #
ondon (config=if) dexit
ndon (config) #interface Serial0/1

don {config-1if) §
don (config=if) #exit
London {config) #interface FastEthernet0/0
fig=if)#
config=if) #exit

nfig) 42

NFIG_I: Configured from console by con

don#
London#en
Londonfconf t

figuration one per line.

router) #net 19
suter) fnet 19,
suter) fexit

ondon (config
ndon (config
London {config) 4

jon (config) #end

ondon#

S5-CONFIG_I: Configured from conscle by con

255.255.255.240

London {config-if) #ip address 192.168.2.110 255.255.255.240

Ciri+F6 1o exit CLI focus

[ Top

Figure 38: CIDR/28 London RIP Routing

Copy

37




e
-
Physical Cenfig  CLI  Attributes
—

105 Command Line Interface

RIP routing configuration is implemented

Ctri+F6 to exit CLI focus Copy Paste

[ Top

Figure 39: CIDR/28 Paris RIP Routing

The router running configurations are shown in 2.6.1 Element 2 Appendix 1.

2.3.2 CIDR/27 and CIDR/30 Subnetting
The RIP routing was set up below as shown in Figure 40 to Figure 42.

Rome>en
Rome#conf t
Enter configuration commands, one per line. End with CHTL/Z.
Rome (config) frouter rip
Rome (config-router) fver 2
Rome (config-router)#192.168.2.32
~

% Invalid input detected at '“*' marker.

Rome (config-router)fnet 192.168.2.32
Rome (config-router)dnet 192.168.2.4
Rome (config-router)fnet 192.168.2.8
Rome (config-router) fexit

Fome (config) 4

Ctrl+F6 to exit CLI focus Copy Paste

(] Top

Figure 40: CIDR/27 RIP Routing Rome
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London>enable

London#

Londongconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
London (config)

London (config) 4

London (config) #router rip
London (config-router) #ver
London {config-router) fnet
London (config-router) #net 192
London (config-router) #net 192

92.168.2.64
2.168.2.4

% Invalid input detected at '"' marker.

London (config-router)
London{config-router)#router rip
London (config-router) fver 2

London (config-router)dnet 192.168.2.6
London (config-router)fnet 192.168.2.8
London (config-router)#net 192.168.2.1
London (config-router) fexit

London (config) #

=

]

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Figure 41: CIDR/27 RIP Routing London

This should be explained because this should
update automatically.

Paris>enable

Parist#

Parisf#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Paris(confiqg) 4

Paris{config)#

Paris{config) #router rip

Paris{config-router) $ver 2

Paris(config-router)#net 192.168.2.96
Paris(config-router)#net 192.168.2.4

Paris(config-router)dnet 192.168.2.12
Paris{config-router)fexit

Paris(config) 4 v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Figure 42: CIDR/27 RIP Routing Paris

The router running configurations are shown in section 2.6.2 Element 2 Appendix 2. Below in
Figure 43 shows the network with CIDR/27 and CIDR/30 subnetting with routing tables
displayed.
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2.3.3 Virtual Local Area Network (VLAN)

A VLAN is a virtual area network. Its purpose is that it can host several networks virtually to
work as one LAN. VLANs can reduce broadcast traffic and allow devices to be grouped into
the same network even if not physically connected to the same switch. Ports are assigned to

VLANS through the command line interface (CLI). A very good significant point. VLANs do have this
purpose to limit broadcast domains
Mot 192.168.24
Fai3 Fatll gy Salid

Nt 163, 168.2.96

Net 192188232 oy b
162.168.2.96
_— Faii2 12
Fall
RIP
182.160.2.32 .
4+ PC-FT
B PCD .

Schematic includes the ports for the VLANs
ert but the VLANs are not included

Figure 44: VLAN Network Diagram

Figure 45 below shows the VLAN set up using the CLL
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ress




Figure 45: VLAN Set up switch

Figure 46 shows the CLI for not assigning an IP address to the two connections as these will
be split into sub interface.

Inter VLAN routing is configured. The two gateways are
configured in the trunk port.




Figure 46: VLAN CLI for router

A Show interface trunk command was run to show the port VLANs allowed on the trunk as
shown in Figure 47. Trunk should be explained




Figure 47: VLANs allowed on frunk

2.3.4 Access Control Lists (ACL)

An access control list defines what IP addresses are accepted or denied by a device on the
network. This can also act as a local firewall to the network.

Met 192.168.2.4

Nt 162.188.2.86

Figure 48: Network Diagram of denied IP

The ACL was set up on the Paris router to deny London PC3 access while PC2 can still access
the network as shown in Figure 48. A standard ACL would use a lists 1-99 and extended ACL
would run from 100-129. An extended list also has the capability of accepting and rejecting
destination IP addresses and service ports in addition to standard source IP addresses.

Figure 49 shows the command line used to configure the access control on the network.

Figure 49: Access Control CLI setup




2.4 Element 2 Testing and analysis

2.4.1 CIDR/28 Subnetting

Fire Last Status
Successful

Successful
Successful
Successful
Failed
Successful

Successful

Figure 50: CIDR/28 RIP Routing Testing

Source  Destination

PCO
PC2
PC3
PC4
PC5
PC5
PC1

PC2
PCO
PC4
PC3
PC1
PC1
PC5

Type Caolor

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

Time(sec)

0.000
0.000
0.000
0.000
0.000
0.000
0.000

Periodic ~ Num Edit

N

Z2 2 2 Z2 =2 Z

(edit)

[ IS I N R ey

Delete

Test results prove
the network
operations

Figure 50 shows the testing results of the packet tester for the CIDR/28 subnetting. One test

tailed but this was due to the simulation speed as when the test PC5 to PC1 was repeated

and was then successful.

2.4.2 CIDR/27 and CIDR/30 Subnetting

Fire Last Status Source
< Successful PCO
@ Successful PC1
=3 Successful PC2
@ Successful PC3
3 Failed PC2
@ Successful PC2
@ Failed PC3
® Successful PC3
@ Successful PCa
3 Successful PC5
[=3 Successful PC4
@ Successful PC5
o Successful PC1
[+3 Successful PCO

Destination

PC2
PC3
PC1
PCOD
PC4
PC4
PC5
PC5
PC3
PC2
PCO
PC1
PC4
PC5

Type
ICMP

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

Color

0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

Figure 51: CIDR/27 and CIDR/30 RIP Routing Testing

Time(sec) Periodic

2 2 2 2 £ Z £ 2 Z 22 Z Z 2 Z2

MNum

WM N ;o B W NSO

IR =1

Edit
(edit)
(edit)
(edit)
{edit)
(edit)
(edit)
(edit)
(edit)
{adit)
(edit)
(edit)
{adit)
(edit)
(edit)

Delete
(delete)
(delete)
(delete)
(delate)
(delete)
(delete)
(delete)
(delete)
(delete)
(delete)
(delete)
(delate)
(delete)
(delete)

Good point as failures in the network are always retried

Good results that
prove the network
operations

Figure 51 shows the testing results of the packet tester. Failed tests were due to the simulation

speed of the software. The tests were repeated with an increased and past as proved in the

Figure 51.

Good point
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IP Routes

Using the CLI, the show IP route command was used to show the IP routes as shown in

Figure 52 to Figure 54

Figu

Rome>show ip route
Codes: C - connected, S - statie, I - IGEP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRFP external, O - 0SPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.2.0/24 is wvariably subnetted, & subnets, 2 masks
C 192.1608.2.4/30 is directly connected, Serial0/0
192.168.2.8/30 is directly connected, Seriald/1
162.168.2.12/30 [120/1] wia 192.168.2.6, 00:00:26, Serial0/0
[120/1] wia 162.168.2.10, 00:00:03, Seriald/1
C 192.168.2.32/27 is directly connected, FastEthernet0/0
192.1668.2.64/27 [120/1] via 192.168.2.10, 00:00:03, Serialo/l
192.168.2.96/27 [120/1] wvia 192.168.2.6, 00:00:26, Serial0/0

re 52: Rome IP Route

London>en
London#show ip route
Codes: C - connected, S5 - static, I - IGRP, R - RIP, M - mobila, B - BGP
D = EIGRP, EX - EIGRF external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I8-I5, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* = candidate default, U - per-user static route, o - ODR
P = periodic downloaded static route

Gateway of last resort is not set

192.168.2.0/24 is wvariably subnetted, & subnets, 2 masks

R 162.168.2.4/30 [120/1] wvia 182.168.2.14, 00:00:06, Seriall/1
[120/1] via 162.168.2.9, 00:00:07, Serial0/0

C 192.168.2.8/30 is directly connected, Seriall/0

c 192.168.2.12/30 is directly connected, Seriald/1

R 152.168.2.32/27 [120/1] wvia 192.168.2.9, 00:00:07, Serial0/0

[of 192.168.2.64/27 is directly connected, FastEthernet0/0

R 192.168.2.96/27 [120/1] via 192.168.2.14, 00:00:06, Serial0/1

Figu

re 53: London IP Route
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Paris>an
Paris#show ip route

* - candidate default, U - per-user static route,
P - periodic downloaded static route

Gateway of last resort is not set

Figure 54: Paris IP Route

2.4.3 Virtual Local Area Network (VLAN)

Fire Last Status Source Destination Type Color Time(sec) Periodic
Y Successful PC2 PCO ICMP ] 0.000 N
= Successful PC1 PC2 ICMP ] 0.000 N
™Y Successful Pc2 PC3 ICMP [} 0.000 N
=1 Successful PC3 pPc2 ICMP ] 0.000 N
@ Successful PC2 PC4 ICMP 0.000 N
@ Successful PC5 PC2 ICMP . 0.000 N
@ Successful PC3 PCO ICMP 0.000 N
@ Successful PC1 PC3 ICMP . 0.000 N
o Successful PC3 PC4 ICMP [ 0.000 N
[+ Successful PC5 PC3 ICMP 0.000 N

Figure 55: VLAN Testing

a -

162.168.2.0/24 is wariably subnetted, & subnets, 2 masks

MNum

L-T R I L L )

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - 05PF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2,
i - Is-Is, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area

E - EGP

ODR

Serial0/1

Serial0/0
Serial0/1

C 192.168.2.4/30 is directly connected, Serial0/0

R 192.168.2.8/30 [120/1] via 192.168.2.5, 00:00:24, Serial0/0
[120/1] wvia 192.168.2.13, 00:00:17,

C 192.168.2.12/30 is directly connected, Serial0/1

R 192.168.2.32/27 [120/1] wvia 192.168.2.5, 00:00:24,

R 192.168.2.64/27 [120/1] wvia 192.1€8.2.13, 00:00:17,

[ 192.168.2.96/27 is directly connected, FastEthernet0/0

Edit Delete

(edit)
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)

(delete)
(delete)
(delete)
(delete)
(delete)
(delate)
(delate)
(delete)
(delate)
(delete)

Router reports
confirm routing
tables are
configured

Tests prove
VLANs are
operational

Figure 55 shows the packet testing of the VLAN set up showing all devices can communicate

as required.

2.4.4 Access Control Lists (ACL)

The Access control can be tested by using a ping command on command prompt from a PC

on the Paris network, Figure 56 below shows this. The first ping is unreachable as it has denied

access to London PC3 but has allowed access for London PC2 proving the access control

works.
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®?

Physical  Config _Deskiop  Programming  Aftributes

Command Prampt

Test for ACL proves implementation
and is explained.

[ Tep

Figure 56: Access Control Command Prompt

2.5 Element 2 Evaluation

All testing during the element was successful with tests only failing due to simulation speeds.
Overall, CIDR/28 was applied to the network before being improved by the implementation

of VLSM on the networks using a combination of CIDR/27 and CIDR/30. The access control
was then implemented and tested successfully with London PC3 having its access denied to

the Paris server while London PC2 still had full access.
Evaluation is limited. There should be VLAN

outcomes included
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2.6 Element 2 Appendix

2.6.1 Element 2 Appendix 1

51




Figure 57: CIDR/28 Run Configuration Rome

Figure 58: CIDR/28 Run Configuration London
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Figure 59: CIDR/28 Run Configuration Paris

2.6.2 Element 2 Appendix 2
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Figure 60: CIDR/27 Run Configuration Rome




Figure 61: CIDR/27 Run Configuration London




Figure 62: CIDR/27 Run Configuration Paris

2.6.3 Element 2 Appendix 3




57 Router reports confirm router configurations




Figure 63: CLI for Access control with show run configuration




3. Element 3

3.1 Element 3 Introduction

Element 3 looked at practically implanting the network using routers and switches. The HTTP
protocols were tested between the PLC and a PC station using the web page server to control
the speed of a PMW motor via the PLC.

3.2 Element 3 System Configuration Requirements

The network was physically set up as shown below in Figure 1 with the following hardware.

« Switch — Cisco 2950
* Router — Cisco 2600
e PLC - Siemens S7-1200 Hardware is identified
+« PC for webpage
e PC for configuring the terminal.
Network configuration Terminal
IP - 192.168.2.65
Mask - 255.255.255.224

Gateway - 192.168.2.94
VLAN 2

Fal

MNetwork Termi
etwork Termina -f"‘i Cicso 2600 Router

Trunk Gateways
F0/0.2 - 192.168.2.94

Siemens PLC Web Server London Router  £q03 . 192.168.2.158

IP - 192.168.2.130
Mask - 255.255.255.224

Gateway - 192.168.2.158 Pt
VLAN 3 _ PC-PT
Siemens PLC

London Bwitch

Fall3 Cisco 2950 Switch

FO/1 for Trunk Network

Schematic includes the VLANs and

g net addresses
- PLC Terminal
PC-PT IP - 192.168.2.129
PLC Terminal Mask - 255.255.255.224
Gateway - 192.168.2.158
VLAN 3

Figure 64: Element 3 Network Topology

The PC network terminal needed to be able to communicate with PLC terminal and the PLC.
The PLC terminal likewise must be able to communicate with the PLC and the PLC network

terminal.

3.3 Element 3 Implementation

3.3.1 Physical Implementation of London Network
Once the network was physically created using the hardware mentioned above, the VLAN

was then configured using Cmder of PUTTY (a terminal emulator software). This is shown in
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Figure 65 to Figure 68. Subsequent testing results are shown in section 3.4 Element 3

Testing and analysis.

Figure 65: Element 3 VLAN Configuration

Figure 66: Interface f0/2 set up

Figure 67: Interface f0/3 set up

ress ID

Figure 68: Interface f0/4 set up




Inter VLAN routing was the set up using the configuration in Figure 69.

Figure 69: Inter VLAN routing

The router configuration was then set up using the configuration commands in CLI as shown
in Figure 70 to Figure 72.

Figure 70: No IP address command for router

Figure 71: Encapsulation for VLAN 2

address ID

Figure 72: Encapsulation for VLAN 3

3.3.2 Siemens PLC Web Server Configuration

The web server had to be activated and configured on the TIA portal for the Siemens S7-
1200 PLC as it is off by default. This is completed in the CPU properties by checking the tick
box as shown in Figure 73.




|c properties  |%Jinfo i)] % Diagnostics [

neral | 10tags | System constants | Texts |
e |i|_
mmunication load

tem and clock memory

General
I

Generzl ‘
Automatic update L [¥ Activate web server on this module Server is activated

User management [T Permiit access only with HTTPS
User-defined pages

Web server

Figure 73: Web server Activation

The web program file extensions were then added to the PLC as shown in Figure 74.

General | 10tags | System constants | Texts |
r Web server ]
General
Automatic update
User management L Files with dynamic content: |.htm;.html; js File extensions are

w User-defined pages ! Web DB number: 333 declared
i '
¥ Fragment DB start ber: | 334

> Advanced

Userinterface languages
Time of day
r Protection & Security
Access level

TEn

Figure 74: Web server File extension configuration

Whilst using web based programming, different file extensions can be used such as;

¢ HTML - Hypertext Markup Language
« HTM - Allowable short version of HTML. Both extensions are permitted
* .js —javascript (jquery, ajax)

* .json —an extension library of javascript

Any Siemens PLC that is older than the S7-1500 series, does not accept the .js file
extension. An alternative solution was to embed the .js in the extension file of an HTML or
HTM file. Graphic extensions can also be used such as .png and .gif. They can be
embedded in the ajax scripts. The LED’s used on the web-server are .png images.

PLC Setup to control PWM Motor

PLC tags were created for the motor control and monitoring as shown in Figure 75.

efault tag table
Name Data type Address
€  Motor Speed FWM Word %QW1000 Tag names that are accessed over the network
< Motor RUN Bool %I0.4
-2 Motor PWM output Bool %Q1.1

Figure 75: Motor Control PLC Tags
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The tags were then created in the data block as shown in Figure 76.

In 5 = Motor_PWh Int
|3 4] = web_ok Int
Figure 76: Web data [DB1] data block tags
The code was then constructed in the main programme to control the motor and adding the

web server block as shown in Figure 77.

¥ Network 9:

BT
*CTRL_PWA_DB"
CTRL_PWM

EN ENO
265 BUSY —7 e

Local-Pulse_1" — pwm STATUS

‘W04
“Motor RUN®

T ——

¥  Network 10: ..

QW1 000 "webdata”
“Moator Speed 4% ouT — Motor_PUs
PUAF N

WEB contrl vlan + PLC_1 [CPU 1212C AC/DC/RlY] * Program blocks * Main [0B1]

|| Devices |
i E|ddss w EABpEtar SR et ad e ad &7 6 5
~ | ] WEB contrl vian :A
B Add new device
ah Devices & neworis = Block title: “Main Program Sweep (Cycle)’
- [m PLC_1 [CPU 1212C ACIDTY, I
Y Device configuration
%/ Online & diagnostics *  Network 1:
~ 'z Program blocks -
I’ Add new block
& Main [081]
» [ System blocks
¢ @ Technology cbiects EN ENO
v S External source files 333—{CTRL D8 RET_VAL|— #ok ..
~ [ AC g L = Web block is implemented
%5 showall ags
I Add newtag table
3% nefault tan tahie 1381

Figure 77: PLC Code Construction

IR Tl

The index .html page that includes the http:// source for the motor switch html page was then

downloaded as shown in Figure 78.

Lyce
Communication ... HTML directory: | \UserFiles | | - |
SF:"‘ N k Default HTML page: | Motor Switch.htm | -
w Web server [
General =p Application name: | SON_TEST | File download to
3
AUTOMAatic up... Status: | server
Usermanage... | Generate blocks ] Delete blocks

- Uzerdefined

Figure 78: HTLM Index Setup
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The VLAN gateway IP address was then setup in the PLC as shown below in Figure 79. The
VLAN gateway IP address was the Router Gateway address.

IP protocol

(s) SetIPaddres: in the project

IPaddress: | 192 . 168 . 2 65
Subnetmask: | 255 . 255 . 255 .0 | PLC set to be accessed over VLAN
@ Use router gateway
Router address: | 192 . 168 . 2 .94 |

(7) IPaddress is set directly at the device

Figure 79: Setting VLAN IP Address

A short program using HTML and using two images was created so the PLC conditions
could be visually represented. This is to keep up with the industry 4.0 revolution. The Java

script libraries enable real time data monitoring without the need of a page refresh givinga  G20d

. . . . explanation
better display with a higher rate of data refresh and a smoother graphic on the web page.

Programme explanation

Figure 80 holds and sets the variable of the PWM that is sent to the Motor. It is called from
the ‘Motor Switch.htm’ file by its ID name

I0write.htm:
<l-- AWP_In_Variable Name="Motor Speed PWM"' -->:="Motor Speed PWM":

Figure 80: Sets value of PWM

Figure 81 is the variable that stores the PWM value that is used for the motor and is read

form ‘Motor Switch.htm' file.

10result3.htm:
:="webdata".Motor_PWM:

Figure 81: Stores PWM Value

Figure 82 assigns the ID names to the tags stored in the PLC which are then called in the

main ‘Motor Switch.htm’ file.
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I0Counter.json:

"Motor Speed PWM" : ":="Motor Speed PWM":", Data tags are identified
"Motor PWM" : ":="webdata" Motor PWM:",

"Motor RUN" : ":="Motor RUN":"

Figure 82: Assigns ID Names

The Motor Switch .htm: is the file that was downloaded to the PLC. It contains the ajax Good significant
function calls. The code used in shown in section 3.6.1 Element 3 Appendix 1. point

The dynamic Ajax functions read the motor on or off status binary value and the value of the
PWM that drives the motor. The code below in Figure 83 would then write the value that has

been inserted in the web page text box and send it to the PLC using a separate button on

the web page.

$("button").click(function(){ Good explanation
url="10write.htm";
name=""Motor Speed PWM"";
val=5("input[id=setvar]').val();
sclata=escapehname)+'='+val;
S.post(url,sdata,function(result){});
document.getElementByld('setvar').value=";

HH

Figure 83: Web page interface code
The other 2 functions are not included
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3.4 Element 3 Testing and analysis

3.4.1 Physical Implementation of London Network
The network connections were tested using ping commands on the PC terminals. Figure 84
shows the network terminal testing communication with the PLC web server and the PLC

terminal via a ping command.

Figure 84: Network Terminal Connection Test

Figure 85 shows the PLC terminal testing communication via a ping command to the PLC
web server and Network terminal PC.

\foshuzipeantly

Windows IP Configuration

Unknows sdapter Locel Ares Connection:

Fedia State oot Madis disconnec
Connection-specific ONS Suffix . : :nlq’ir;r.u,:‘

Ethernet adapter Ethernet:

Commection-speefic
Limk-local TP Add
IPut Addres 2

Ping test proves the VLANs are functioning

Figure 85: PLC Terminal Connection Test
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3.4.2 Siemens PLC Web Server Configuration
The web server integration was then tested by changing the input of the motor and watching

for the change on the web page. Figure 86 shows the motor run state set to off on the web
page.

Figure 86: Motor Run state off

The motor running at 53% and 94% is shown in Figure 87 and Figure 88

7 Tt iy
G oGage [y uas [y

Figure 88: 94% PWM

Figure 87: 53% PWM o . .
Test indicates dynamic data in

browser from function calls
The watch table of the motor running at 20% is shown in Figure 89.
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P 2 W 7 A B [

i Name Address Display format Monitor value

“Motor Speed ..[5][%QW1000 | Hex ~| 1620014 Watch table confirms the data is
*Motor RUN" %I0.4 " Bool [® TRUE associated with the browser values
"webdata” Motor... DEC+/- 20

Figure 89: 20% PWM Watch table

3.5 Element 3 Conclusions and Recommendations

Element 3 put the theory from elements 1 and 2 into practical use by physically setting up a
network with a VLAN and then integrating a web server to stay inline and up to date with
industry 4.0. with all devices can communicate over a network without the need to be
hardwired. During the programming of the physical switches and routers, the same command
lines are used as in element 2 as the physical configuration has the same commands as
Cisco’'s CAD package, ‘Cisco Packet Tracer where elements 1 and 2 were designed and

simulated.

The Discrepancies from the VLAN in Element 2 are that the switch used in Element 2 was a
Cisco 2950-24 (a 24-channel switch) where in element 3 a Cisco 2950-12 switch was used
(a 12-channel switch). Then the Trunk port used in Element 2 was F0/24 where the trunk

port used in Element 3 was FO/1.

The web wage could be further developed to have a graph showing the speed of the
PWM¢%. This could be achieved by using the existing Java script technology and using the
jQuery, Ajax and JSON libraries write another line of code using the existing tags to plot a

graph similar to the graphic used to show the speed.
Good evaluation
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3.6 Element 3 Appendix

3.6.1 Element 3 Appendix 1

SIDOCTYPE html®

iv="Content-Type" content="text/html; charset=iso-8859-1">
code is standard and is given in all HTML

2 <htmllang="en"™>

3 <head>

4 <metacharsec="utf-8">

€ initial-scale=1.0, maximum-scale=1.0">
5

program pages. This does not

12 <!-— Aligns the guage graphic. gl is the dynamic variable for the guage. This is contained in a
13 <style>

14 body {

15 text-align: center:

1T }

#gl |
width:500px: height:350px;
display: inline-blogk:
margin: lem;
title: "Result 1";

e
display: block:
width: 450px:
margin: Zem auto;
text-align: left;

}

3z o </style>

| </head> <!-

<hzad> </hsad> tags is displaysd in the web page.

Fei—E
H<body bg

rthing inside the <body> tag is displyed on scre

#993953" >

| «!--table

Cl<cable sty

H e

| <th»<h2>Duty Cycle Percent Power:</h2»</th»
<td><h2><label id="Motor PWN">0</label></h2></td>
<td><h2>8</h2></td>

F </t

read t cycle % i

"450px" font size="16" face="calibri” ce.

g-m

g
=] <td> <ing 'setvar' t
r <button style="heignt:

are g

<gcript src="js/jquery-2.0.%.min.is
<script src="js/raphael.2.l.0.min.js"></script>
<script scc="js/justgage.l.0.1.min.3s"></scripts>
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61
62 <!-—Give an id to the gl dynamic guage variable contained inside a <div> tag —->
63 [H<div style="float: center">
64 <table>
65 <t
66 <tdr<div id="gl"></dive</td>
87 r </te>
68  </table>
69 F</div>
70
71 FE<!--Give id to the variables for reading the digital value MOTOR RUN state LED.
72 The img variable will hold the red or green LED images-—->
73 H <div>
T4 #g’table)
75 H<tr>
T8 <th><h3>Motor Run State:</h3></th>
17 <tdr<label id="Motor RUN"></label></td>
<td><label id="img9"></label></td>
</ex>
F</table>
81 F</dive
83 </body>
g4
85 H< End of the <body> tag. Everything from here on are function call which will send data values
6 rto all the ID tag names in the <body> tag--:

- This is the J50N fu

Seript to refresh

on call for reading the Motor PWM vcalue from the tag in the I0Counter.json file.

rery 1000ms -->

<script type="text/javascript">
/fAll ajax and JSON is held in this document.

£ (document) . ready (function()

E{

/fajax JSON to read the PLC Tag values
£.ajaxSetup({ cache: false }):
setInterval (functian()

100 B

101 5.getJSON("

ter.json"

, function(result)

} .Text(resulc
} .text (resulc

/fconditio
Elif{resulc[

image RED / GREEN for ‘'Motor RUN' tag. Images are held in the User file in the PLC program di

=0

f condition is off

ffchange image to red
S(# ') .html (* g
}

else

B1

J//chnage image to
s g8} himl ("
r}
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esh rate in ms.
//this timing value is
[/If this is too amall long to up
//If this is t e the inputs will take too long to update. 1000ms is about right.

ical for the w to tag func

& write misses the

fate.

t pole and takes t

D OF THE JSOM FUNCTION CALL

¢l--Initialise the guage dynamic variables. Only gl, g2 and g3 used. gl and g3 are dynamic variables form PLC Tags-:

var gl:

Hvar g1 = new JustGage({
136 id: "

135 max:
title:
label:

f////ajan call £

//call the ajax f

§.ajaxSetup({ cache: false }):
setInterval (function() {

Eﬁ.get{" O 1t3.htm", function(result){

ch is linked to Motor PWM tag in file IOresult3 in PLC directory//
ted to JSON if necessary

for gl dynamic variable
unction. This can easily be con

gl.zefresh(pazselnt (result));

f/END OF THIS AJAX FUNCTION CALL

//modify the co tton. This is the part that writes
//This is the function that writes the FWM wvalues and sends using the button
) .click(function(){

alue from

val=5 (' input [id 'y .valf);
sdata=escape {name)+' = +val;
§.post{url,sdata, function(result) {H) ¢
document.getElementById(" setvar') .value="";

F</script>

1 -</homl>
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/100
PAGE 1
PAGE 2
PAGE 3

Text Comment. Good table of contents

PAGE 4
PAGE 5
PAGE 6
Text Comment. Extensive list of figures and tables
PAGE 7
Text Comment. Intro briefly summarises the content requirements and indicates an
understanding.
Text Comment. Good supporting image
PAGE 8

PAGE 9

Text Comment. Good research carried out with significant points included. Good
comparison between models.




Text Comment.

Text Comment.

There is good research carried out for this section

The encapsulation and decapsulation with reference to adding and

subtracting headers and footers is explained.

PAGE 10
Text Comment. Good supporting image for the explanation given
PAGE 11
Text Comment. Broadcasting is explained and there are some good details. There is
significant point that is not included which suggest the re-sizing of domains for more
efficient networks.
Text Comment. Good example that supports explanation
Text Comment. Good research carried out with relevant ref sources
PAGE 12
Text Comment. Table 5- 8
Text Comment. Address schematic tables are identified for the three classes of address
Text Comment. Minor error here
Text Comment. Serial addresses are identified
PAGE 13
Text Comment. This is not all of the test
PAGE 14
Text Comment. Schematic diagram does not include net addresses
PAGE 15
PAGE 16

PAGE 17

Text Comment.

Router 0 evidence is missing



Text Comment.

Router configuration for the address is correct

PAGE 18
Text Comment. RIP tables show that each router has the routing information
PAGE 19
PAGE 20
Text Comment. Reports from routers confirm config in routers
PAGE 21
Text Comment. Key point has been explained
Text Comment. DHCP is configured
PAGE 22
Text Comment. Helper addresses are set for remote routers
Text Comment. Address exclusions are configured
PAGE 23
Text Comment. Static routing test support implementation
Text Comment. RIP routing test supports implementation
PAGE 24
PAGE 25
Text Comment. Results prove the problem without helper address. This is also
explained
Text Comment. Results prove the helper addresses solve the problem
PAGE 26

Text Comment.

Test proves exclusion addresses and this is also explained.



PAGE 27

PAGE 28
PAGE 29
PAGE 30
Text Comment. Router reports show all the configurations made for the routers
Text Comment. This should have more relevant detail
PAGE 31
Text Comment. The diagram does not include the net addresses
Text Comment. Informative table of usable net addresses
PAGE 32
Text Comment. Subnet is identified
Text Comment. Table for .16 is correct
Text Comment. Table for .32 is correct
Text Comment. Table for .48 is correct
PAGE 33
Text Comment. Serial port addresses are correct for .64
Text Comment. Table correct for .80
Text Comment. Table correct for .96
PAGE 34

Text Comment.

Text Comment.

Text Comment.

Subnet is identified

Table correct for .32

Table correct for .64



Text Comment.

Text Comment.

Text Comment.

Text Comment.

Text Comment.

Text Comment.

Table correct for .96

Subnet is identified

Correct for .4

Correct for .8

Correct for .12

Table are correct for address configurations

PAGE 35
PAGE 36
Text Comment. Good schematic with net addresses and routing tables
PAGE 37
PAGE 38
Text Comment. RIP routing configuration is implemented
PAGE 39
Text Comment. This should be explained because this should update automatically.
PAGE 40
PAGE 41
Text Comment. A very good significant point. VLANs do have this purpose to limit
broadcast domains
Text Comment. Schematic includes the ports for the VLANs but the VLANs are not
included
Text Comment. VLANs are set
PAGE 42

Text Comment.

Ports are allocated to VLANsS



PAGE 43

Text Comment.

Trunk port is configured. Gateway is set to no IP address

PAGE 44
Text Comment. Inter VLAN routing is configured. The two gateways are configured in the
trunk port.
PAGE 45
Text Comment. Trunk should be explained
PAGE 46
Text Comment. ACL firewall is configured
PAGE 47
Text Comment. Test results prove the network operations
Text Comment. Good point as failures in the network are always retried
Text Comment. Good results that prove the network operations
Text Comment. Good point
PAGE 48
PAGE 49
Text Comment. Router reports confirm routing tables are configured
Text Comment. Tests prove VLANs are operational
PAGE 50
Text Comment. Test for ACL proves implementation and is explained.
Text Comment. Evaluation is limited. There should be VLAN outcomes included
PAGE 51

PAGE 52




PAGE 53

PAGE 54
PAGE 55
PAGE 56
PAGE 57

Text Comment. Router reports confirm router configurations
PAGE 58
PAGE 59

Text Comment. Hardware is identified

Text Comment. Schematic includes the VLANs and net addresses
PAGE 60

Text Comment. Switch is configured for the correct net address ID
PAGE 61

Text Comment. Router configuration is correct for address ID
PAGE 62

Text Comment. Server is activated

Text Comment. File extensions are declared

Text Comment. Tag names that are accessed over the network
PAGE 63

Text Comment. Web block is implemented

Text Comment. File download to server
PAGE 64

Text Comment.

PLC set to be accessed over VLAN gateway



Text Comment.

Good explanation

PAGE 65
Text Comment. Data tags are identified
Text Comment. Good significant point
Text Comment. Good explanation
Text Comment. The other 2 functions are not included
PAGE 66
Text Comment. Ping test proves the VLANs are functioning
PAGE 67
Text Comment. Test indicates dynamic data in browser from function calls
PAGE 68
Text Comment. Watch table confirms the data is associated with the browser values
Text Comment. Good evaluation
PAGE 69
PAGE 70
PAGE 71
PAGE 72
PAGE 73
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ALEX WILLIAMS

73

RESEARCH-INFORMED LITERATURE

[

y"’ Very good research carried out. The only point not

included is the limitation of the broadcast domain
which is only partially covered. There are is a wide
range of ref sources included. 8/10

KNOWLEDGE AND UNDERSTANDING

[

y"’ E1 - Schematic does not include the net addresses.

Implementation is explained and tested. 6.5/10
Element 2 - RIP tables should have some
explanation. Trunk protocol should be explained.
Explanations are good. Good explanation of VLAN.
Trunk protocol is not explained. 7.5/10 Element 3 -
VLAN has good explanations with discrepancies
identified. Functions are partly explained in the
program. Implementation is successful. 7/10

ANALYSIS

21

(

y‘ Element 1- test and explanations cover good points

and prove the system. Test evidence is included.
Limited evaluation. 3/5 Element 2 - test results
prove the operation of the network for all CIDR
arrangements. The VLAN is developed from the
final CIDR design and tests prove the

18




configuration. ACL testing proved successful with
evidence of the test outcomes. Limited evaluation.
Minor error in address table plan /28. 7.5/10
Element 3 - practical VLAN is implemented with
good address plan. Practical discrepancies are
included. Test carried out to associate PLC values
with web browser values. 7.5/10

PRACTICAL APPLICATION AND DEP.

[

y" Element 1- implementation has the technical
evidence, however there are minor errors and
limited evaluation. Testing proved successful. 3/5
Element 2 - Implementation evidence for CIDR is
included. Good address plan and schematic
diagrams. Explanations are good ,and significant
points covered, however the trunk protocol is not
explained. Limited evaluation. 3.5/5 Element 3 -
Some functions calls have not been explained.
Explanations and evaluation is good. Good
evidence included. 8/10

SKILLS FOR PROFESSIONAL PRAC.

[

y"’ Report is a good standard and follows a logical
sequence. Good structure of research and
evidence. 11/15



